Guidelines for Bidders

(The following section is meant only to provide guidance to bidders about MSTC’s e-auction
portal for coal e-auctions. These guidelines are subject to change from time to time depending on
the development of the portal. Bidders are advised to keep checking the latest guidelines from
the website to keep themselves updated. They may also contact the offices of MSTC to seek
clarification on any point. MSTC shall not be responsible for any mistake committed by any
bidder or for any consequent loss to the bidder due to misunderstanding anything written
hereunder.)

System Requirement

The following requirements need to be fulfilled for optimum use of MSTC e-auction system for Coal
Linkage.

(1) A computer connected to internet through an ISP.
(2) The computer should have adequate RAM depending on version of Windows.
(3) The computer (Desktop / Laptop) should have Windows XP (SP3) or above.

(Note: Some of the settings mentioned below may not be available in the older version of
windows.)

The website is best viewed in Internet Explorer version 7 or above. In case there is a different
version being used, the website should be added to Compatibility View Settings as shown below
Tools > Compatibility View Settings>
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Welcome ko MSTC E-Commerce | | f’:ﬁ §4 Page v Safety v Tools »

aur current security settings put your computer at risk. Click here to changelyour security settings...
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General | Security | privac |
; Y - 4 Youcarfadd 3 ove websites from this zone. All websites in About Us | Contact Us
'!( Your security settings put your compute W this use the zone's security settings. )
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Sejg:_t azone to view or change security settings.

Internet  Localintranet Trusted sites  Re

‘ Add this websitp to the zone:
l | |

Websites: +
Trusted sites T

This zone contains websites that you
trust not to damage your computer or

your files, stra = P
g : are new to this site, please
Security level for this zone
[CIRequire server verification (https:) For all sites in this zone
Custom st of MSTC SA Principals

- Your security settings are below the ) \
level, putting your computer at an in egistration Procedure
online attack. -

- To change the settings, click Custom level,
- To use the recommended settings, click Default level,
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ming Events in the forthcoming e-Procurement
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[Lcustomevel... | [ pefautlevel | t applicable for : digital e ton any of the
n/e-auction/e-sale/e-booking certifying authorities.
[ Reset all zones to default level ] : .
anders Wood on a/c © Click For More Details

of Andhra Pradesh

© Digital Signature Assistance

BHIDCO & Support ©

[ OK ][ Cancel ] Apply

© High End IBM P-Series Server

(5) All the ActiveX controls of the Internet Explorer should be Enabled as shown below.
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Tools > Internet Options
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Uncheck “Enable protected Mode”

Enable ALL Active-X Controls and Plug-ins
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[_ZJE Security Settings - Internet Zone

Your security settings put your computer at risk
Select a zone to view or change security settings.

@ @ /O

Internet  Localintranet Trusted sites  Restricted
sites
Internet s
This zone is for Internet websites, oL
% except those listed in trusted and

restricted zones.

Security level for this zone

Custom
- Your security settings are below the recommended
level, putting your computer at an increased risk of
online attack.
- To change the settings, click Custom level.

- To use the recommended settings, click Default level,

[ Custom level... ][ Default level

]

[ Reset all zones to default level

]

Settings

¥ ActiveX controls and plug-ins
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) Prompt A
LL Allow previously unused ActiveX controls ko run without prom
() Disable =1
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¢, Allow Scriptlets
() Disable
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) Disable
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) administrator approved
() Disable
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*Takes effect after you restart Internet Explorer
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Apply

BHIDCO

& Support ©

© High End IBM P-Series Server

The custom settings should be reset to the lowest possible option from the drop down.

(6) Disable “Use Pop-up blocker” under the heading Miscellaneous

elcome ko MSTC E-Commerce [
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Page v Safety v Tools »

ternet Options - Security At Risk

GenevaIJ Security 1Privacy | Content | Connections | Programs | Advancéi[

'3( Your security settings put your computer at risk
Select a zone to view or change security settings,
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Internet  Localintranet Trusted sites  Restricted

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

sites
&

Security level for this zone

Custom
- Your security settings are below the recommended
level, putting your computer at an increased risk of
online attack.
- To change the settings, click Custom level.

- To use the recommended settings, click Default level.

[ Custom level... ][ Default level

]

[ Reset all zones to default level

]

Settings

) Disable
(® Enable
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) Disable
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(7) The settings under Browsing History (Under Tools = Internet Options = General) for Check
for newer versions of web pages should be kept at Every time | visit the webpage as shown

below.
Welcome to MST% E-Commerce ! - B =
aur current security settings put your computer at risk. Click here to change your security settings...

General |Security | Privacy | Content | Connecti@ijiprog_ra_msfﬁ hdvance

Home page -
To create home page tabs, type each address on its own line. 4
about:blank for Faster fiewing later.

@ Every time I visit the webpage

[ ViSa BV R ] [ Use default ] [ Use blank ] OEvery time I start Internet Explorer ]
() Automatically
Browsing history |
! files, h ki d d E e
|, Delete temporary files, history, cookies, saved passwords, ;i
L& l‘ and web form information. Disk space to use (5-1024ME) [ 312 %
(Recommended: S0-250MB)
Delete browsing history on exit
Current location:
[ Delete. .. ] [ Settings ] C:\Documents and SettingstAdministratoriLocal .
Search - Settings\Temporary Internet Filesy

p Change search defaults, Settings ] B

[ Move folder... ][ View objects ][ View files

Tabs —

. 2 te
| [ Change how webpages are displayed in Settings Elfstony -
[~ tabs. Specify how many days Internet Explorer should save the list H

of websites you have visited. i
A
FRESISIS Days to keep pages in history: 20 |5 }
[ Colors ] [ Languages ] [ Fonts l [ Accessibility ] &l

[ OK ] [ Cancel J

(8) Latest Drivers for your Digital Signature Certificate should be installed properly in the
computer.

(9) The PC should run as an Administrator to install packages on being prompted on screen like
TCS signer file for signing with DSC, Java encryption applet for data encryption, etc.

(10) The protected mode of the computer should be turned off as described in the next page.
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[V Enabie Proiecied Mode (regures restarbng Intermat Explorer)
[ Crsstoen fewei. . . ] [ Default lewel ]

[ ox\‘]\g Cances | | P—— )

——

Under Tools> Internet Options > Security > There is a check box “ENABLE PROTECTED MODE" To
enable the Digital Signature Certificate appear in the Signer the box should be unchecked as shown

below.
Internet Options / — ool

| Generatl | Secunity |Privacy | Content | Connections |

L Sites J

-Tochangethesaetﬁngs Bk Tustom level
- To use the recommended settings, clk:kDeﬁmJtlevel

| Enable Protected Mode (fequires restartng Intermet Explorss)
[ customievel... || oDefoultieve:r |

[ Resetal zones to defaultievel |
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After Changing the settings the message might appear on your screen “Your current security
settings put your computer at risk. Click here to change your security settings” as shown in
subsequent screenshots. This should not be fixed under any circumstances. Initially it might appear
with a blue question mark as shown below.

rie  Edi g View  Favorkes  Took  Help

Y L5 Google Nows = 0 PFreeHotmal o - 0 Inbox

=l

[ Done o Intermet s * I NI0EN .

In the above case, the blue question mark sign indicates that the website wants to run certain add-
on/s. That should be done by right clicking on the icon and running the add-ons as shown in
subsequent screenshots.

Right Click on the message and run the add-on/s as they appear.
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A sample add-on is shown below when the add-on wants to run. Click on Run to allow that add-on.
e e v

Another add-on “TCS Signer” also needs to run C’s to sign digitally.

OB
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